Aquacloud

MASTER DATA PROCESSING AGREEMENT - MDPA
(pursuant to Art. 28 of Regulation EU 2016/679)
Version 27052026

This agreement for the processing and protection of personal data is entered into between the Supplier,
as defined below, and the customer who accepts this agreement.

BETWEEN
Aquacloud GmbH / s.r.l. B-CORP Leonardo-da-Vinci-StraRe / via Leonardo da Vinci, 2/c, 39100 Bolzano,
MwSt.-Nr./VAT No.: IT03119470213 (hereinafter the "Supplier")

AND

the subject indicated in the End User License Agreement (EULA) as the customer (hereinafter the
"Customer"), hereinafter, jointly, the "Parties" or individually the "Party".

WHEREAS

a. the Customer has signed one or more contracts with the Supplier (hereinafter the "Contract");

b. the Parties intend to govern in this "Master Data Processing and Protection Agreement - Master
Data Processing Agreement" (hereinafter "MDPA" or "Agreement") the conditions and
modalities of the personal data processing carried out by the Supplier within the scope of the
Contract and the provision of the Services, and the responsibilities connected to such
processing, including the commitment undertaken by the Supplier as Data Processor pursuant to
Art. 28 of the European General Data Protection Regulation of 27 April 2016 No. 679 (hereinafter
"GDPR");

c. The specific characteristics of the Personal Data processing are available in the "DPA - Special
Processing Conditions" on the website of the provided SaaS Service, which constitute an integral

and essential part of this Agreement.
Now, therefore, the Parties agree as follows:

1. Definitions and Interpretation
1.1. The recitals constitute an integral part of this Agreement. In the Agreement, the following terms and

expressions shall have the meaning associated with them below:
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Effective Date of the
Agreement

indicates the date on which the Customer signs or accepts this Agreement or, if
earlier, the effective date of the Contract to which this Agreement is linked.

Personal Data

has the meaning set forth in the Personal Data Protection Legislation and shall
include, by way of example only, all data provided, stored, sent, received, or
otherwise processed, or created by the Customer or the End User in relation to the
use of the Services, to the extent that they are subject to processing by the Supplier,
based on the Contract. A list of the categories of Personal Data is reported in the DPA
- Special Conditions.

Adequacy Decision

indicates a decision of the European Commission on the basis of Article 45(3) of the
GDPR regarding the fact that the laws of a certain country guarantee an adequate
level of protection, as provided for by the Personal Data Protection Legislation.

Working Days

indicates each calendar day, with the exception of Saturdays, Sundays, and days on
which ordinary credit banks are not generally open for business in Bolzano.

Notification Email

means the email address (or addresses) provided by the Customer at the time of
subscribing to the Service or provided through another official channel to the
Supplier, to which the Customer intends to receive notifications from the Supplier.

Instructions

indicates the written instructions given by the Data Controller in this Agreement
(inclusive of the relevant DPA - Special Conditions) and, if applicable, in the Contract.

Personal Data
Protection Legislation

indicates the GDPR, and any further rule and/or regulation on the processing of
personal data issued pursuant to the GDPR or otherwise in force in Italy, including
Legislative Decree no. 196/2003 as amended and integrated by Decree no. 101/2018,
as well as any binding provision issued by the competent supervisory authorities (e.g.,
Garante per la protezione dei dati personali) even before May 25, 2018, and retaining
binding efficacy.

Supplier's Personnel

indicates the directors, employees, consultants, and other personnel of the Supplier,
excluding the personnel of Sub-processors.

Request

indicates an access request by a Data Subject, a request for deletion or correction of
Personal Data, or a request to exercise any of the other rights provided by the GDPR.

Sub-processor

indicates any subcontractor to whom the Supplier has subcontracted any of the
contractually assumed obligations and who, in fulfilling such obligations, might have
to collect, access, receive, store, or otherwise process Personal Data.

Service/s

indicates the service or services covered by the Contracts signed from time to time
between the Customer and the Supplier.

End User

means any final user of the Service, acting as Data Controller.

Personal Data Breach

indicates the security breach that accidentally or unlawfully leads to the destruction,
loss, alteration, unauthorized disclosure of, or access to Personal Data occurred on
systems managed by the Supplier or otherwise on which the Supplier has control.
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1.2. The terms "including", "included", and "comprising" shall be interpreted as if followed by the
expression "by way of example only", so as to provide a non-exhaustive list of examples.

1.3. For the purposes of this Agreement, the terms "Data Subject", "Processing", "Data Controller", "Data
Processor", "Transfer", and "Appropriate Technical and Organizational Measures" shall be interpreted in

accordance with the applicable Personal Data Protection Legislation.
2. Role of the Parties

2.1. The Parties acknowledge and agree that the Supplier acts as Data Processor in relation to the
Personal Data and the Customer acts as a rule as Data Controller of the Personal Data.

2.2. If the Customer carries out processing operations on behalf of another Data Controller, the
Customer may act as a Data Processor. In such case, the Customer guarantees that the instructions given
and the activities undertaken in relation to the processing of Personal Data, including the appointment
by the Customer of the Supplier as a sub-processor deriving from the execution of this Agreement, have
been authorized by the relevant Data Controller and undertakes to exhibit to the Supplier, upon simple
written request, the documentation proving the above.

2.3. Each of the Parties undertakes to comply, in the processing of Personal Data, with their respective
obligations deriving from the applicable Personal Data Protection Legislation.

2.4. The Supplier has appointed a Data Protection Officer (DPO), domiciled at the Research Laboratories
of the Trento Technological Pole in via dei Solteri, 38, and who can be contacted at the following email

address: dpo@agquacloud.it.

3. Processing of Personal Data

3.1. By entering into this Agreement (inclusive of each applicable DPA - Special Conditions), the
Customer entrusts the Supplier with the task of processing Personal Data for the purpose of providing
the Services, as better detailed in the Contract and in the DPA - Special Conditions; the DPA - Special
Conditions are available on the website of the provided Saa$S Service.

3.2. The Supplier undertakes to comply with the Instructions, provided that, if the Customer requests
changes with respect to the initial Instructions, the Supplier will evaluate the feasibility aspects and

agree with the Customer on the aforementioned changes and the connected costs.
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3.3. In the cases referred to in Article 3.2 and in the event of requests from the Customer that involve
the processing of Personal Data that are, in the Supplier's opinion, in violation of the Personal Data
Protection Legislation, the Supplier is authorized to refrain from executing such Instructions and shall
promptly inform the Customer. In such cases, the Customer may evaluate any changes to the instructions

given or contact the Supervisory Authority to verify the lawfulness of the requests made.
4. Limitations on the Use of Personal Data

4.1. In executing the processing of Personal Data for the purpose of providing the Services, the Supplier

undertakings to execute the processing of Personal Data:

a. only to the extent and in the modalities necessary to provide the Services or to properly fulfill its
obligations, provided for by the Contract and by this Agreement or imposed by law or by a
competent supervisory or control body, or by specific requests of the Customer and/or the End
User. In this latter circumstance, the Supplier shall inform the Customer (except where this is
prohibited by law for reasons of public interest) by means of a communication transmitted to
the Notification Email;

b. in accordance with the Customer's Instructions.

4.2. The Supplier's Personnel who access, or otherwise process the Personal Data, are assigned to the
processing of such data on the basis of suitable authorizations and have received the necessary training
also regarding the processing of personal data. Such personnel are also bound by confidentiality
obligations and by the corporate Code of Ethics and must adhere to the confidentiality and personal data

protection policies adopted by the Supplier.
5. Entrustment to Third Parties (Sub-processing)

5.1. In relation to the entrustment to Sub-processors of Personal Data processing operations, the Parties

agree as follows:

a. the Customer expressly consents to certain Personal Data processing operations being entrusted

by the Supplier to third parties identified in the DPA - Special Conditions;
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b. the Customer also consents to the entrustment of Personal Data processing operations to
additional third parties according to the modalities provided for in the subsequent Article 5.1.d;

c. itis understood that the signing of Standard Contractual Clauses (provided for in the subsequent
Section 7 in case of transfer of Personal Data abroad) by the Customer with a Sub-processor shall
be understood as consent to the entrustment of the processing operations to the third party;

d. in cases where the Supplier utilizes Sub-processors for the execution of specific Personal Data

processing activities, the Supplier:

i undertakes to make use of Sub-processors who guarantee appropriate technical and
organizational measures and guarantees that access to Personal Data, and the relative
processing, will be carried out exclusively within the limits of what is necessary for the
provision of the subcontracted services;

ii. at least 15 (fifteen) days prior to the start date of the Personal Data processing
operations by the Sub-processor, shall inform the Customer of the entrustment to the
third party (as well as the identification data of the third party, its location and, if
applicable, the location of the servers on which the data will be stored, and the activities
entrusted) by sending a Notification Email or another means deemed appropriate by the
Supplier. The Customer may withdraw from the Contract within 15 (fifteen) days from
receipt of the communication, without prejudice to the obligation to correspond to the

Supplier the amounts due at the date of termination of the Contract.

e. Any additional information on the list of Sub-processors, the processing operations entrusted to
them, and their location, is contained in the DPA - Special Conditions relating to the Services

activated by the Customer.
6. Security Provisions

6.1. Supplier's Security Measures — In executing the processing of Personal Data for the purpose of
providing the Services, the Supplier undertakes to adopt appropriate technical and organizational
measures to avoid unlawful or unauthorized processing, accidental or unlawful destruction, damage,
accidental loss, alteration, and unauthorized disclosure of, or access to, Personal Data, as described in

the subsequent Articles 6.
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a. The Customer acknowledges and accepts that, taking into account the state of the art, the costs
of implementation, as well as the nature, scope of application, context, and purposes of
processing of the Personal Data, the security procedures and criteria implemented by the
Supplier guarantee a level of protection appropriate to the risk regarding its Personal Data.

b. The Supplier may update and modify over time the Security Measures indicated above, provided
that such updates and modifications cannot involve a reduction in the overall level of security of
the Services. Notification of such updates and modifications shall be provided to the Customer
by sending a communication to the Notification Email.

c. Should the Customer request the adoption of additional security measures with respect to the
Security Measures, the Supplier reserves the right to evaluate their feasibility and may apply
additional costs to be borne by the Customer for such implementation.

d. The Customer acknowledges and accepts that the Supplier, taking into account the nature of the
Personal Data and the information available to the Supplier itself according to what is specifically
reported in the relevant DPA - Special Conditions, will provide assistance to the Customer in
ensuring compliance with the security obligations under Articles 32-34 of the GDPR in the

following ways:

i implementing and keeping updated the Security Measures according to what is provided
for in the preceding points 6.1.a, 6.1.b, 6.1.c;

ii. complying with the obligations referred to in point 6.3.

e. It is understood that, in Contracts having as their object products installed at the Customer's
premises or at the premises of the Customer's suppliers (on-premises installations), the Security
Measures indicated above shall find application exclusively in relation to Services that involve
the Processing of Personal Data by the Supplier or its entrustees (e.g., remote support and
assistance, migration services).

f. If the product allows integration with third-party applications, the Supplier shall not be
responsible for the application of the Security Measures relating to the third-party components
or the operational modalities of the product deriving from the integration carried out by third

parties.

6.2. Customer's Security Measures — Without prejudice to the obligations under the preceding point 6.1

incumbent upon the Supplier, the Customer acknowledges and accepts that, in using the Services, the
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adoption of appropriate security measures in relation to the use of the Services by its own personnel and
those authorized to access said Services remains the exclusive responsibility of the Customer.

To this end, the Customer:

e undertakes to use the Services and the Personal Data processing functionalities in a way that
ensures a level of protection appropriate to the actual risk;

e undertakes to adopt all suitable measures to protect authentication credentials, systems, and
devices used by the Customer or by the users at the End User to access the Services in order to
ensure the restoration of Personal Data in compliance with legal standards;

e remains excluded from any obligation or liability incumbent upon the Supplier regarding the
protection of Personal Data that the Customer or the End User, if applicable, store or transfer
outside the systems used by the Supplier and its Sub-processors (for example, in paper archives,

or at their own data centers).
6.3. Data Breaches — Should the Supplier become aware of a Personal Data Breach, it shall:

a. inform the Customer without unjustified delay by means of a communication forwarded to the
Notification Email;

b. adopt reasonable measures to limit potential damages and secure the Personal Data;

c. provide the Customer, as far as possible, with a description of the Personal Data Breach including
the measures adopted to avoid or mitigate potential risks and the activities recommended by
the Supplier to the Customer for the management of the Security Breach;

d. consider information relating to any Security Breaches, the relative documents, press releases,
and notices as confidential information pursuant to the provisions of the Contract, and shall not
communicate data or information to third parties, outside the cases strictly necessary for the
fulfillment of the Customer's obligations deriving from the Personal Data Protection Legislation,

without the prior written consent of the Data Controller.

6.4. Organizational Security Measures — In addition to the security measures provided for in the

Contract and in the MDPA, the Data Processor applies the following organizational security measures:

a. Policies and User Guidelines: The Supplier applies detailed policies and guidelines, which all

users with access to information systems are obliged to comply with, and which are aimed at

aquacloud GmbH /s.r.l. B-CORP
iscritto all’Anagrafe Nazionale delle Ricerche del
Ministero dell’Universita e della Ricerca codice identificativo n. 001503_IMPR
Eingetragen im Anagrafe Nazionale delle Ricerche des Ministero dell'Universita e della Ricerca, Id: 001503_IMPR
Leonardo-da-Vinci-Strae / via Leonardo da Vinci, 2/c | 1-39100 Bolzano | T +39 0471 1727537
Laboratori di ricerca / Forschungslaboratorien: Polo Tecnologico di Trento | I-38121 Trento | T +39 0461 1637453
mail: info@aquacloud.it | pec: aquacloud@pec.it | url: aquacloud.it | MwSt.-Nr. / Part. IVA: IT03119470213
Pagina / Seite 7 di /von 16



Aquacloud

guaranteeing appropriate behaviors to ensure compliance with the principles of confidentiality,
availability, and integrity of data in the use of IT resources.

b. Authorization of Logical Access: The Supplier defines access profiles in compliance with the
principle of least privilege necessary for the execution of assigned duties. Authorization profiles
are identified and configured prior to the start of processing, so as to limit access only to the
data necessary to perform the processing operations. These profiles are subject to periodic
checks aimed at verifying the continued existence of the conditions for retaining the assigned
profiles.

¢. Management of Assistance Interventions: Assistance interventions are regulated for the
purpose of ensuring the execution of only contractually provided activities and preventing
excessive processing of personal data owned by the Customer or the End User.

d. Data Protection Impact Assessment (DPIA): In compliance with Articles 35 and 36 of the GDPR,
the Supplier has prepared its own methodology for the analysis and evaluation of processing
operations which, considering the nature, object, context, and purposes of processing, present a
high risk to the rights and freedoms of natural persons, for the purpose of proceeding with the
data protection impact assessment before starting the processing.

e. Incident Management: The Supplier has created a specific Incident Management procedure for
the purpose of ensuring the restoration of normal service operations in the shortest possible
time, guaranteeing the maintenance of the best service levels.

f. Data Breach: The Supplier has implemented a specific procedure aimed at managing events and
incidents with a potential impact on personal data, which defines roles and responsibilities, the
detection process (alleged or verified), the application of counter-measures, the response and
containment of the incident/breach, as well as the modalities through which to communicate
personal data breaches to the Customer.

g. Training: The Supplier periodically provides training courses on the correct management of

personal data to its employees involved in processing activities.

6.5 Technical Security Measures. In addition to the security measures provided for in the Agreement

and the MDPA, the Data Processor applies the following technical security measures:

a. Firewalls, IDPS: Personal data are protected against the risk of intrusion referred to in Art.
615-quinquies of the Italian Criminal Code by means of Intrusion Detection & Prevention

systems, which are kept up to date in relation to the best available technologies.
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Communication Line Security: Within its scope of competence, the Supplier adopts secure
communication protocols in line with available technology.

Malware Protection: Systems are protected against the risk of intrusion and the action of
malicious programs through the activation of suitable electronic tools updated periodically.
Antivirus tools are in use and kept constantly updated.

Authentication Credentials: Systems are configured in an appropriate manner to allow access
only to individuals provided with authentication credentials that enable their unique
identification. These include a user ID associated with a password, which is confidential and
known solely to the user; or an authentication device held and exclusively used by the user,
possibly associated with an identification code or a password.

Password: With regard to basic characteristics—such as the obligation to change the password
upon first login, minimum length, absence of elements easily traceable to the individual,
complexity rules, expiration, history, contextual evaluation of strength, display, and
storage—passwords are managed in accordance with industry best practices. Individuals
assigned credentials are provided with precise instructions regarding the measures to adopt to
ensure their secrecy.

Logging: Systems are configured to allow the tracking of access and, where appropriate,
activities carried out by different user roles (Administrator, Super User, etc.), protected by
adequate security measures to ensure their integrity.

Backup & Restore: Appropriate measures are adopted to guarantee the restoration of access to
data in the event of corruption or damage to the data itself or to the electronic tools, within
certain timeframes compatible with the rights of data subjects. Where provided for by
contractual agreements, an operational business continuity plan is implemented, integrated
where necessary with a disaster recovery plan; these plans guarantee system availability and
access even in the event of significant adverse events that persist over time.

Vulnerability Assessment & Penetration Testing: The Supplier periodically conducts vulnerability
analysis activities aimed at detecting the level of exposure to known vulnerabilities, regarding
both infrastructural and application environments, considering systems in operation or under
development. Where deemed appropriate in relation to the potential risks identified, these
verifications are periodically integrated with specific Penetration Testing techniques involving
intrusion simulations that use various attack scenarios. The objective is to verify the security
level of applications/systems/networks through activities aimed at exploiting detected

vulnerabilities to bypass physical/logical security mechanisms and gain access to them. The
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results of these tests are promptly and thoroughly reviewed to identify and implement the
necessary improvements required to ensure the high level of security demanded.

i. System Administrators: With respect to all users operating as System Administrators, whose list
is kept up to date and whose assigned functions are appropriately defined in specific
appointment acts, a log management system is maintained. This system is aimed at the precise
tracking of activities performed and the retention of such data in an unalterable manner suitable
for ex-post monitoring. The actions of System Administrators are subject to verification activities
to control their compliance with organizational, technical, and security measures regarding the
processing of personal data provided for by current regulations.

j.  Data Center: Physical access to the Data Center is restricted to authorized personnel only. For
details regarding the security measures adopted with reference to the provided data center

services, reference is made to the security measures described in the DPA Special Conditions.

6.6. In the cases referred to in section 6.3, it is the sole responsibility of the Customer to fulfill, in the
cases provided for by Personal Data Processing Legislation, the obligations to notify third parties of the
Security Breach (to the End User if the Customer is a Data Processor) and, if the Customer is a Data
Controller, the supervisory authority and the data subjects.

6.7. It is understood that the notification of a Security Breach or the adoption of measures aimed at
managing a Security Breach does not constitute an acknowledgment of default or liability by the Supplier
in relation to said Security Breach.

6.8. The Customer shall promptly notify the Supplier of any improper use of accounts or authentication

credentials, or any Security Breaches of which it has become aware concerning the Services.
7. Restrictions on the Transfer of Personal Data Outside the European Economic Area (EEA)

7.1. The Supplier shall not transfer Personal Data outside the EEA except in agreement with the
Customer.
7.2. If, for the purpose of storage or processing of Personal Data by a Sub-processor, it is necessary to
transfer Personal Data outside the EEA to a country that does not benefit from an adequacy decision by
the European Commission pursuant to Art. 45 of the GDPR, the Supplier may adopt other methods of
transferring Personal Data that comply with the provisions of Personal Data Protection Legislation, also
in light of the guidance provided by the Court of Justice of the European Union in case C-311/18 and by
the European Data Protection Board (“EDPB”) in “Recommendations 01/2020 on measures that
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supplement transfer tools to ensure compliance with the EU level of protection of personal data” and in
“Recommendations 2/2020 on the European Essential Guarantees for surveillance measures”.

7.3. In the cases referred to in the preceding section 7.2, by this Agreement the Customer expressly
mandates the Supplier to sign the standard contractual clauses referred to in Article 46, paragraph 2,
letter c) of the GDPR, for the transfer of personal data to processors established in third countries (the
“Standard Contractual Clauses”) with the Sub-processors listed in the relevant DPA — Special Conditions,
as well as to adopt any supplementary measures that may be reasonably necessary to enable the
transfer of personal data outside the EEA in compliance with the requirements set out in the GDPR.

7.4. Where the End User is the Data Controller, the Customer undertakes to inform the End User of such
transfer and declares that the authorization to use the Sub-processor located outside the EEA is
equivalent to the mandate mentioned above. Likewise, in the event that the transfer of Personal Data
outside the EEA is subject to the activation by the End User of specific features of the Service(s), the

activation of said feature is equivalent to the mandate mentioned above.
8. Audits and Inspections

8.1. The Supplier subjects the security of the systems and environments for processing Personal Data
used by it for the provision of the Services, and the premises where such processing takes place, to
periodic audits. The Supplier shall have the right to appoint independent professionals selected by the
Supplier to conduct audits according to international standards and/or best practices, the results of
which will be set out in specific reports (“Reports”). These Reports, which constitute confidential
information of the Supplier, may be made available to the Customer to enable it to verify the Supplier's
compliance with the security obligations under this Agreement.

8.2. In the cases provided for under section 8.1, the Customer agrees that its right of audit shall be
exercised through the review of the Reports made available by the Supplier.

8.3. The Supplier recognizes the Customer's right, in the manner and within the limits indicated below, to
conduct independent audits to verify the Supplier's compliance with the obligations provided for in this
Agreement and in the respective DPA — Special Conditions, and with the provisions of applicable
regulations. For such activities, the Customer may utilize its own specialized personnel or external
auditors, provided that such parties are bound beforehand by appropriate confidentiality undertakings.
8.4. In the case referred to in the preceding section 8.2, the Customer must first send a written request
to the Supplier's Data Protection Officer (DPO). Following the request for an audit or inspection, the

Supplier and the Customer shall agree, prior to the start of the activities, on the details of such audits
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(start date and duration), the types of control and the scope of the verifications, the confidentiality
constraints to which the Customer and those performing the audits must be bound, and the costs that
the Supplier may charge for such audits, which will be determined in relation to the scope and duration
of the audit activities.

8.5. The Supplier may object in writing to the Customer's appointment of any external auditors who, in
the Supplier's sole discretion, are not adequately qualified or independent, are competitors of the
Supplier, or are clearly unsuitable. In such circumstances, the Customer shall be required to appoint
other auditors or to conduct the audits itself.

8.6. The Customer undertakes to pay the Supplier any costs calculated by the Supplier and
communicated to the Customer during the phase referred to in the preceding section 8.4, in the manner
and within the timeframes agreed therein. The costs of the audit activities commissioned by the
Customer to third parties shall remain the exclusive responsibility of the Customer.

8.7. The provisions regarding the inspection rights of the Data Controller and the authorities in the
Standard Contractual Clauses that may be signed pursuant to the preceding section 7 shall remain
unaffected and cannot be considered modified by any of the provisions contained in this Agreement or
in the relevant DPA — Special Conditions.

8.8. Audit activities involving any Sub-processors must be carried out in compliance with the access rules

and security policies of the Sub-processors.
9. Compliance Assistance

9.1. The Supplier will provide assistance to the Customer and cooperate in the manners indicated below
in order to enable the Customer to comply with the obligations provided for by Personal Data Protection
Legislation.

9.2. If the Supplier receives Requests or complaints from a Data Subject in relation to Personal Data, the
Supplier will recommend that the Data Subject contact the Customer or the End User, in the event that
the latter is the Data Controller. In such cases, the Supplier will promptly inform the Customer of the
receipt of the Request by sending a Notification Email and will provide the Customer with the
information available to it together with a copy of the Request or complaint. It is understood that such
cooperation activity will be carried out on an exceptional basis, as the management of relations with
Data Subjects is excluded from the Services and it is the Customer's responsibility to manage any
complaints directly and to ensure that the contact point for the exercise of rights by Data Subjects is the

Customer itself, or the End User if they are the Data Controller. It shall be the responsibility of the
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Customer, or the End User if the latter is the Data Controller, to follow up on such Requests or
complaints.

9.3. The Supplier shall promptly inform the Customer, unless prohibited by law, by notice to the
Notification Email of any inspections or requests for information submitted by supervisory authorities
and law enforcement forces regarding aspects relating to the processing of Personal Data.

9.4. If, for the purpose of processing the Requests referred to in the preceding sections, the Customer
needs to receive information from the Supplier regarding the processing of Personal Data, the Supplier
shall provide the necessary assistance within the limits of what is reasonably possible, provided that
such requests are submitted with reasonable advance notice.

9.5. The Supplier, taking into account the nature of the Personal Data and the information available to it,
shall provide reasonable assistance to the Customer in making available useful information to enable the
Customer to carry out data protection impact assessments in the cases provided for by law. In this case,
the Supplier will make available general information based on the Service, such as the information
contained in the Contract, in this Agreement, and in the DPA - Special Conditions relating to the Services
concerned. Any personalized requests for assistance may be subject to the payment of a fee by the
Customer. It is understood that it is the exclusive responsibility and burden of the Customer, or the End
User if they are the Data Controller, to proceed with the impact assessment based on the characteristics
of the processing of Personal Data carried out by the same in the context of the Services.

9.6. The Supplier undertakes to provide Services based on the principles of data minimization (privacy by
design & by default), it being understood that it is the exclusive responsibility of the Customer, or the
End User if they are the Data Controller, to ensure that the processing is then concretely conducted in
compliance with said principles and to verify that the technical and organizational measures of a Service
meet the Company's compliance requirements, including the requirements provided for by Personal
Data Protection Legislation.

9.7. The Customer acknowledges that, in the event of Personal Data portability Requests made by the
respective Data Subjects, and only in relation to the Services that generate Personal Data relevant for
this purpose, the Supplier will provide assistance to the Customer by making available the information
necessary to extract the requested data in a format compliant with the provisions of Personal Data

Protection Legislation.

aquacloud GmbH /s.r.l. B-CORP
iscritto all’Anagrafe Nazionale delle Ricerche del
Ministero dell’Universita e della Ricerca codice identificativo n. 001503_IMPR
Eingetragen im Anagrafe Nazionale delle Ricerche des Ministero dell'Universita e della Ricerca, Id: 001503_IMPR
Leonardo-da-Vinci-Strae / via Leonardo da Vinci, 2/c | 1-39100 Bolzano | T +39 0471 1727537
Laboratori di ricerca / Forschungslaboratorien: Polo Tecnologico di Trento | I-38121 Trento | T +39 0461 1637453
mail: info@aquacloud.it | pec: aquacloud@pec.it | url: aquacloud.it | MwSt.-Nr. / Part. IVA: IT03119470213
Pagina / Seite 13 di/von 16



Aquacloud

10. Customer Obligations and Restrictions

10.1. The Customer undertakes to give Instructions that comply with applicable regulations and to use
the Services in a manner compliant with Personal Data Protection Legislation, and solely to process
Personal Data that have been collected in compliance with Personal Data Protection Legislation.

10.2. Any processing of Personal Data referred to in Articles 9 and 10 of the GDPR shall be permitted
only where expressly provided for in the DPA — Particular Conditions; outside of such cases, any
processing of such Personal Data shall be permitted only upon prior written agreement between the
Parties pursuant to the provisions of section 3.2.

10.3. The Customer undertakes to fulfill all obligations incumbent upon the Data Controller under
Personal Data Protection Legislation (and, in cases where such obligations are incumbent upon the End
User, guarantees that similar obligations are imposed on the End User), including the obligations to
provide information to Data Subjects. The Customer further undertakes to ensure that the processing of
Personal Data carried out through the use of the Services takes place only in the presence of an
appropriate legal basis.

10.4. If the provision of the privacy notice and the obtaining of consent must take place through the
product covered by the Contract, the Customer declares that it has evaluated the product and that it
meets the Customer's requirements. It shall also remain the exclusive responsibility of the Customer to
assess whether any forms made available by the Supplier to facilitate compliance with information and
consent obligations (e.g., privacy policy templates for Apps or notices within the applications), when
available, comply with Personal Data Protection Legislation, and to adapt them where deemed
appropriate.

10.5. It is also the exclusive responsibility of the Customer to manage Personal Data in accordance with
the Requests made by Data Subjects, and therefore to handle, by way of example, any updates,
integrations, rectifications, and deletions of Personal Data.

10.6. It is the Customer's responsibility to keep the account linked to the Notification Email active and
updated.

10.7. The Customer acknowledges that, pursuant to Art. 30 of the GDPR, the Supplier is required to
maintain a record of processing activities carried out on behalf of Data Controllers (or Data Processors)
and to collect for this purpose the identification and contact details of each Data Controller (and/or Data
Processor) on whose behalf the Supplier acts, and that such information must be made available to the

competent authority upon request. Therefore, when requested, the Customer undertakes to provide the
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Supplier with the aforementioned identification and contact details in the manner specified by the
Supplier over time, and to keep such information updated through the same channels.
10.8. The Customer therefore declares that the Personal Data processing activities, as described in the

Contracts, in this Agreement, and in the relevant DPA — Particular Conditions, are lawful.
11. Duration

11.1. This Agreement shall take effect from the Effective Date of the Agreement and shall automatically
terminate on the date of erasure of all Personal Data by the Supplier, as provided for in this Agreement

and, if applicable, in the relevant DPA — Particular Conditions.
12. Provisions for the Erasure of Personal Data
12.1. Upon termination of the Service, for any reason whatsoever, the Supplier:

a. shall delete the Personal Data (including any copies) from the Supplier's systems or from those
under its control within the period provided for in the Contract, unless the retention of the data
by the Supplier is necessary or permitted in order to comply with a provision of Italian or
European law;

b. shall destroy any Personal Data stored in paper format in its possession, unless the retention of
the data by the Supplier is necessary for the purpose of compliance with provisions of Italian or
European law;

c. shall keep the Personal Data available to the Customer for extraction for the period provided for
by the Contract. Where the Contract does not provide for a specific period, the Supplier shall
keep the Personal Data available to the Customer for extraction for a period of 60 (sixty) days

following the termination of the Contract.

12.2. The Customer acknowledges that it can extract the Personal Data, upon termination of the Service,
in the manner agreed in the Contract, and agrees that it is its responsibility to carry out the total or
partial extraction of only the Personal Data it deems useful to retain, and that such extraction must be

carried out before the expiry of the period referred to in section 12.1.c.
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12.3. Any further or different provisions regarding the erasure of Personal Data provided for by the

Contract and in the respective DPA — Special Conditions shall remain unaffected.
13. Liability

13.1. Each Party is liable for the fulfillment of its obligations under this Agreement, the relevant DPA —
Particular Conditions, and Personal Data Protection Legislation.

13.2. Without prejudice to mandatory limits under the law, the Supplier shall be required to compensate
the Customer in the event of a breach of this Agreement and/or the relevant DPA — Particular Conditions

up to the maximum limits agreed in the Contract.
14. Miscellaneous Provisions

14.1. This Agreement supersedes any other agreement, contract, or understanding between the Parties
with reference to its subject matter, as well as any instruction provided in any form by the Customer to
the Supplier prior to the date of this Agreement regarding the Personal Data processed within the scope
of the execution of the Contract.

14.2. This Agreement may be amended by the Supplier by giving written notice (including via email or
with the aid of software applications) to the Customer. In such event, the Customer shall have the right
to withdraw from the Contract by written communication sent to the Supplier by registered mail with
acknowledgment of receipt within 15 days from receipt of the Supplier's communication. In the absence
of the exercise of the right of withdrawal by the Customer, within the terms and in the manner indicated
above, the amendments to this Agreement shall be deemed definitively known and accepted by the
Customer and shall become definitively effective and binding.

14.3. In the event of a conflict between the provisions of this Agreement and the provisions of the
Contract for the provision of the Services, or in documents of the Customer not expressly accepted by
the Supplier in derogation from this Agreement and/or the respective DPA — Special Conditions, the

provisions of this Agreement and the clauses of the relevant DPA — Special Conditions shall prevail.
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